
Purpose
As organizations change their business models to reflect evolving 
consumer behaviors affected by rapid technology development, 
digital transformation occurs. Digital transformation is disrupting 
traditional businesses at an unprecedented rate across a global 
scale. This rapid speed of change is causing organizations to 
reassess the technologies and partners they use so that they can 
work faster, smarter and more efficiently to keep up with or outpace 
the competition. Working with a content delivery network (CDN) 
vendor that provides the tools necessary for continuous delivery 
and empowers nimble deployment is an important aspect of digital 
transformation. For organizations with a large digital footprint, agile 
development is required to deliver seamless, secure and high-
performing experiences that their users expect on every device.

Who should read this:

 Executives

 Business decision makers

Digital transformation white paper

digital media services

Rethink your content 
delivery strategy to drive 
digital transformation.
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Executive summary

As digital technologies spark the development of groundbreaking 
business models, processes and products that deliver a more relevant 
customer experience and promote business growth, organizations 
race to invent innovations of their own. A key focus is on mobile 
inventions since customers are increasingly living, playing, working 
and shopping on their mobile devices. Organizations are now locked 
in a virtuous circle where one advance leapfrogs the next to maintain 
a competitive edge.

Continuous invention requires companies to adopt agile software 
development and content release strategies. Because legacy 
technologies are typically unable to meet the demands of digital 
transformation, organizations must rethink their technology stack. 
One area that organizations are re-evaluating is content delivery.

This white paper describes the role a modern content delivery 
network (CDN) plays in enabling digital transformation. It also explains 
how Verizon Digital Media Services’ Edgecast CDN delivers superior 
operational agility for continuous transformation, better performance 
that enhances the customer user experience, the most up-to-date 
technology to keep pace with innovation and superior return on investment.
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Digital transformation becomes essential 
to business survival

Digital transformation is disrupting businesses of all types. Companies 
are taking advantage of new technologies to change customer 
relationships, internal processes and value propositions, according to 
a recent survey of 537 Harvard Business Review1 readers at large and 
medium-sized public and private sector organizations. 

The upshot is that existing business models are under constant threat. 
The only safe assumption is that a smarter, nimbler competitor is ready 
to overtake even the most cutting-edge organization with a more novel 
approach. To stay competitive, businesses must creatively deploy 
emerging technologies to transform themselves on a continuous basis. 
Gone are the days when organizations could think of digital technology 
simply as an enabler or part of the back office. 

Drivers of digital transformation 
As organizations engage in digital transformation to improve 
the customer experience, their top drivers are greater customer 
satisfaction, faster time to market and profitability, according to a 
recent Forrester report.2 Let’s take a closer look.

Greater customer satisfaction

The vast majority of organizations engage in digital transformation 
to lift customer engagement (75 percent) and customer satisfaction 
(63 percent), according to a recent survey by Altimeter.3 Digital 
transformation is seen as a catalyst for re-imagining the overall 
customer experience as companies look to become more relevant to 
their customers. For example, Amazon wins over customers by making 
it easy for them to get what they want while continually re-imagining 
the customer experience.

Faster time to market

As companies race to innovate and provide a better customer 
experience in a hyper-competitive market, increased speed to market 
becomes essential. Organizations are looking to process digitization 
to transform internal processes to speed time-to-value and stay 
ahead of the competition. For example, for one company, going 
digital eliminated the need to ship physical prototypes back and forth, 
reducing the product development lifecycle by 30 percent.

Profitability

The ultimate driver is greater profitability. In a study of more than 400 
mainstream organizations in every industry worldwide, Accenture 
discovered that companies that excel in the use of digital technologies 
drive greater profits, productivity and performance.

Today, “digital” is a critical 
source of business growth.

Research shows that those who 

undergo digital transformation are on 

average 26% more profitable than 

industry peers.4
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The CDN as an enabler of digital transformation

As organizations embark on digital transformation, they turn to agile 
application development approaches to continuously deliver new 
software and content releases. To support these rapid release efforts, 
they are re-evaluating every element in the technology stack.

Many organizations, struggling to adjust their technology stacks in 
their efforts to compete and capture more users, are turning to third-
party providers to preserve internal resources, go to market faster and 
compensate for any gaps in their current capabilities. This is where the 
content delivery network (CDN) comes in.

CDNs were originally developed to mitigate data access latency 
caused by globally dispersed clients and servers. The CDN allowed 
developers and WebOps professionals to cache static content 
and improve load times or render performance while reducing 
bandwidth utilization.

Modern CDNs can help DevOps, network operations and security 
teams keep pace with the demand for constant change by helping 
organizations ensure the right caching behavior, as well as by providing 
greater visibility into application health and security vulnerabilities.

Ensure optimal caching behavior
Today’s CDNs allow developers and testers to mimic real-world 
caching behaviors in pre-production environments so they can ensure 
their caching strategies work as expected in production. Organizations 
can use CDNs to:

Test and deploy a new production environment
To avoid accidentally serving legacy code from their production 
environment cache after modifying a website, developers need to 
purge the cache. Instead of using a manual process, the CDN offers 
rules to ensure purging is performed consistently before code is 
pushed to production.

Recall content quickly
If a company mistakenly pushes content onto the website, a modern 
CDN enables it to issue granular or group invalidation requests and roll 
them out globally within seconds. Because they can pull back changes 
quickly if necessary, DevOps is now more willing to try new things. With 
earlier CDN technologies, cache invalidations propagated slowly across 
the network, and customers were able to see errors for up to four hours.

Rapidly update content
When organizations need to update content on a website frequently, 
today’s CDNs allow them to look deeply into the content system via 
an API and push out only the things that change, making the process 
more efficient. Older CDNs required readers to download everything 
every time, even things that didn’t change.

Ensure rapid delivery of mobile content
With mobile connections often slower and less reliable than standard, 
wired internet connections, a modern CDN can identify mobile devices 
at the edge and deliver content to them more quickly.

With organizations adopting 
agile development models, 
CDNs have expanded 
beyond their original role. 

1
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Enhance visibility into application health
WebOps professionals preserve the health of the production environment 
by monitoring operational and content analytics. By collecting system 
data through HTTP listener processes, WebOps teams gain near-real-
time visibility into application performance and security events while 
machine-data analysis systems help them find the signal amid the noise. 
Modern CDNs can act as an extension to that environment by providing 
data regarding requests with virtually zero latency.

Safeguard against application vulnerabilities
Because CDNs live at the edge of the network, they provide real-time 
data about the threat landscape, defend against attacks before they 
reach the origin and filter out malicious traffic. They can protect 
against distributed denial-of-service (DDoS) attacks by identifying the 
device classes or IP addresses generating malicious HTTP requests 
and using load-balancing techniques to reject bad traffic, while still 
accepting good traffic. By quickly propagating new rules across the 
network to block new types of DDoS attacks, a CDN can also keep 
websites up and running.

How Verizon’s Edgecast CDN enables continuous 
transformation and enhances the customer experience

Verizon Digital Media Services’ Edgecast CDN is designed to support 
digital transformation. Our CDN enables continuous application 
development and delivery and provides the superior performance and 
availability necessary to deliver the highest-quality customer experience. 
To keep customers ahead of the innovation curve, we’re committed 
to continuous technology development. 

Operational agility for continuous transformation
While today’s organizations need to turn on a dime and adapt quickly 
to emerging competitive threats, legacy CDNs are slow and labor 
intensive to adapt. Customers have had to rely on professional services 
teams to make changes and edits, which limits control and increases 
propagation time. Because legacy providers do everything in a black 
box, customers have limited or no real-time data.

By allowing DevOps teams to work on their own, Verizon empowers 
them to do more and roll out changes faster. Extensive self-service 
options also provide IT teams with more granular control and 
customization options for both content and delivery, allowing 
organizations to tailor their configuration to their specific needs.

Verizon gives customers 
real-time visibility and 
control, configurability 
and customization without 
the need for professional 
services through a self-
service portal and APIs. 
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Self-service capabilities available through the portal include:

• A Rules Engine that allows DevOps to build sophisticated edge 
rules using a user-friendly interface with drag-and-drop capabilities, 
a staging environment, version control and more. Organizations 
can define granular rules for detecting mobile users and delivering 
customized content, redirecting website traffic, setting expiration time 
for content or enabling token-based authentication for users. The 
Rules Engine reduces configuration time to minutes or hours rather 
than the weeks it can take to configure a CDN using legacy methods. 

• API integration that gives organizations access to nearly all CDN 
functions, allowing them to programmatically automate processes 
and integrate them directly into the CMS and DevOps team 
workflows. Organizations can automatically purge expired content, 
update CDN settings, push new content to the edge, and stream HLS 
and HDS live events.

• Real-time data display, statistics and alerts that enable organizations 
to keep tabs on what is happening in the network every moment. 
Organizations can view traffic in real time, export data into third-party 
monitoring tools, gain insight with advanced analytics or create 
custom reports.

• A Web Application Firewall (WAF) that offers in-depth control on up 
to 16,000 rules so customers can tailor their configuration to their 
specific threat profile.

Customer example: Tech vendor keeps ahead of fast-moving competition

This customer was constantly going head-to-head with fast moving 
competitors. Its previous CDN provider required the company to 
engage its professional services team to implement any changes, 
resulting in long turnaround times and high costs. The company 
needed to streamline the process to improve organizational speed and 
productivity. Using Verizon’s self-enablement tools and Rules Engine, 
the company now makes changes on their own without third-party 
support. Changes that address issues and meet constantly evolving 
customer needs are deployed in minutes instead of days.

Customer example: Retailer purges web content instantly

A retail organization was constantly updating content, such as pricing, 
inventory and product information for its commerce website. These 
updates meant it was purging assets frequently. The speed of the 
purging process is essential to the reliable and real-time operation 
of the company’s commerce website. With the legacy CDN provider, 
asset purging was a lengthy process, requiring a costly professional 
services team. The process took between six and eight hours, 
crippling the company’s attempts to stay agile and directly impacting 
sales in the ultra competitive retail landscape. With Verizon, this 
company can instantly perform purging in-house through an easy-to-
use self-service portal.

Changes are deployed in 
minutes instead of days. 
Verizon’s self-service 
portal allows fast-purging 
capabilities in-house.

minutes
daysv.s.
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High performance improves the customer experience
Even as the CDN supports digital transformation, its ability to optimize 
the customer experience by ensuring excellent website performance 
remains crucial. When organizations deliver goods and services 
through online channels, customers expect those channels to deliver 
high performance and availability. According to a Forrester survey, 
52 percent of online shoppers stated that quick page loading is important 
for their website loyalty.5 In one study, a two-second delay in load time 
during a transaction resulted in abandonment rates of up to 87 percent.6 
Thus, organizations must avoid making the customer wait.

While CDNs have always accelerated website performance, legacy CDNs 
were built for an internet that was very different from what it is today. 
Content was uniform. Internet access was through telephone lines with 
limited bandwidth. Internet transit was expensive. And interconnection 
between ISPs was limited. The ideal CDN topology was a highly 
distributed network with extensive last-mile coverage, which meant 
having a tremendous number of servers and nodes. 

Today a highly distributed network is no longer necessary. ISPs and 
carriers are interconnected. Content is highly personalized. Internet 
access is available from broadband ISPs via cable, fiber and wireless. 
These changes have rendered legacy CDNs inefficient and expensive 
to maintain. Moreover, each small PoP (point of presence) can quickly 
become overwhelmed by traffic spikes.

Verizon delivers superior performance

Verizon Digital Media Services delivers an innovative “Super PoP” 
network architecture that takes advantage of the modern internet 
landscape. Verizon has strategically placed fewer Super PoPs with 
massive computing power and high-bandwidth capacity at density 
internet connection points. This topology creates a more resilient network 
that easily handles traffic surges while providing better performance.

The first CDN provider to base its network entirely on IP Anycast, 
Verizon uses this protocol for Domain Name System (DNS) resolution 
and internal IP routing within the CDN. By providing a simpler IP 
management process, IP Anycast enables faster, more accurate 
resolution of DNS queries, more efficient IP routing, and better 
handling of DDoS attacks.

Many third-party benchmarks prove Verizon’s DNS solutions to be 
among the fastest on the market. Installed in more than 90 locations 
worldwide, Verizon’s DNS solutions also deliver advanced features, 
such as configuration of an authoritative DNS server, support for 
configuration as a primary or secondary service, load balancing, 
failovers, health checks and advanced security features, such as 
protection against DDoS attacks and DNSSEC (Domain Name System 
Security Extensions).

One of the most interconnected networks in the world, Verizon has 
over 3,000 partners, allowing traffic to choose the fastest routes 
and bypass congestion, resulting in faster performance for users.
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In addition, Verizon takes advantage of one of the industry’s fastest 
SSL/TLS (Secure Sockets Layer/Transport Layer Security) encryption 
services from DigiCert. It also uses built-in OCSP (Online Certificate 
Status Protocol) Stapling to reduce requests between the client 
and Certificate Authority, leading to lower latency and faster 
connection times.

Because our Edgecast CDN detects each user’s mobile device from a 
continuously updated list of more than 60,000 mobile devices at the 
edge, it can more quickly identify mobile devices and deliver content 
to them faster.

Technology customer boosts performance

One customer wanted to optimize performance, speed and reliability 
for its website to drive deep brand engagement and customer loyalty. 
But its performance was preventing it from delivering the best digital 
experience. It wanted to achieve page-load times of less than two 
seconds. Verizon helped the company provide a digital experience that 
boosts online sales and long-term customer engagement by delivering 
a 24 percent increase in throughput and a 15-20 percent increase in 
response time.

Up-to-date technology
Legacy CDNs rely on proprietary technology in a closed loop, which 
slows down the pace of innovation. This leads to technical debt, 
which means the organization must perform added work before they 
can address today’s requirements. Our Edgecast CDN is refreshed 
every 12-18 months to address current and emerging challenges. Our 
network is currently seventh generation, consisting of 18 Tbps network 
capacity across five continents and 720 Teraflops of computing power. 
Our efficient architecture allows us to continue to deploy the latest 
hardware to deliver better performance.

ROI
Legacy CDNs are more expensive and rely on costly professional 
services charges. We support your organization’s need to drive 
profitability by offering more value at lower cost. Customers report 
direct cost reductions of 25-50 percent compared to legacy providers. 
Verizon also reduces administration costs by reducing the manpower 
needed to maintain optimal CDN operations.

Verizon’s Edgecast 
CDN reduces costs by 

25%-50% 

compared to legacy CDNs.
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Conclusion

Organizations today realize that the status quo is no longer good 
enough. With competition driving innovation at an accelerated pace, 
each organization has little choice but to embark on their own digital 
transformation journey. Our Edgecast CDN enables digital transformation 
by empowering organizations to adapt their CDN to rapidly meet 
their evolving needs through a wide range of self-service capabilities. 
We take into account the modern internet landscape to offer a CDN 
technology that delivers superior performance. Because we refresh 
our technology regularly, we keep up with the pace of innovation. 
And we deliver all of these benefits at cost reductions of 25-50 percent 
compared to legacy CDN providers.
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