
Ensuring that media content is delivered intact to viewers has 
become much more challenging over the past few decades, 
as new distribution technologies and partners have been 
welcomed enthusiastically by end users. Not only do govern-
ment regulations on loudness and captioning need to be 
observed, but also the potential impacts of signal quality on 
viewer engagement level and audience measurements can 
have a critical impact on a broadcaster’s bottom line. Ideally, 
all aspects of every media stream type must be monitored 
continuously on every channel and across every viewer 
device type.

Comprehensive end-to-end monitoring of distribution net-
works across multiple technologies is now possible using the 
new Distribution Monitoring solution within Volicon’s Media 
Intelligence Platform®. Using this system, actual customer 
experiences can be measured and recorded for a complete 
channel lineup across a full distribution system. The rich 
data gathered by this system can be used for many purpos-
es, including input signal verification, monitoring internal 
systems, validating downstream networks/distribution 
channels, and supporting end-to-end system diagnostics 
and troubleshooting. 

Delivering high-quality, engaging programming is the best 
way to ensure a vibrant audience for any type of media con-
tent, and this applies not only to scripts and acting but also 
to the watchability of the delivered programming. Even the 
most engaging drama will fail to win an audience if viewers 

are unable to comfortably see and hear the content using 
the delivery channel and device of their choice. Achieving a 
consistently high level of performance requires continuous 
monitoring, so that problems can be quickly detected and 
addressed, and long term trends can be analyzed to detect 
and resolve degradations before they can affect viewers. 

Full path monitoring is the most effective means to ensure 
that video signals are being delivered as intended. By captur-
ing actual video signals and making measurements at as 
many locations as possible along the path from source to 
viewer, the greatest number of problems and trends can be 
detected. In practical terms this means monitoring the signal 
as close to the original source as possible, at multiple points 
along the transmission path (generally whenever significant 
transformations are made to the signals) and then as far out 
towards the ultimate viewer as possible. In some cases, when 
the feed is being delivered to the consumer by means of a 
distribution partner, this can mean monitoring the signals 
both before and after they have been transmitted through a 
network that is the property (and responsibility) or another 
entity, such as an MVPD (Multichannel Video Programming 
Distributor). This is good practice because it enables a 
programmer to actually quantify signal performance when 
it reaches the viewer, but can be frustrating if problems 
are uncovered that are outside of an organization’s area 
of authority to correct them. Nevertheless, knowing about 
problems is better than not knowing and suffering declines 
in viewership due to poor quality video delivery.

Comprehensive Monitoring  
for Distribution Networks 
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When monitoring is performed, it is important to capture 
and measure the signals from an actual customer’s perspec-
tive. This is where measuring QoE (Quality of Experience) is 
so important, because it reflects the quality of a video signal 
based on what a viewer actually sees in the video, rather than 
measuring the QoS (Quality of Service) of the network that 
delivers the video. To understand the difference, it is impor-
tant to realize that a signal can have a high QoE score even if 
it has been delivered over a low QoS network, provided that 
the buffers used are large enough to handle any packet delay 
variation, and that the FEC (Forward Error Correction) system 
is robust enough to handle any lost packets. Conversely, a 
high QoS signal can have a poor QoE, which could happen 
when a signal being delivered over a perfect network has the 
wrong language audio track or has incorrectly set metadata 
for image size or loudness. 

Long term trend analysis is also an ideal way to detect and 
capture intermittent problems, which, by their very nature, 
are not easy to measure and diagnose. Recording a continu-
ous stream at multiple points through a network generates  
a rich dataset that can be analyzed in real time for live 
monitoring or stored for subsequent review. Comparing data 
sets generated along a path allows patterns to be uncov-
ered and correlations discovered. Recorded sequences also 
permit comparisons to be made between current behaviors 
and ones that have been previously observed to discern if 
changes have occurred. 

Flexibility in measurement and recording is also a key 
aspect of system usability. The goal is to be able to moni-
tor any feed, at any point along a path, any network output, 
using any device available to viewer. Accomplishing this 
goal requires a number of different hardware and software 
options that can be configured to accommodate the wide 
range of different architectures that are being used in video 
production and distribution networks today. Systems need to 
work with compressed and uncompressed video and audio, 
encrypted and non-encrypted streams, fixed and mobile user 
devices, and be able to interface with many different trans-
mission technologies including cable, satellite, broadcast, 
IPTV, OTT and private media networks. 

Continuous Monitoring Benefits
Network monitoring systems can be divided into two broad 
categories: intermittent and continuous. Intermittent or 
“sampled” monitoring works on a periodic or round-robin 
basis, where different points in the network are monitored 
for discrete time intervals. This type of system might be used, 
for instance, in a location where multiple streams are present 
and the test system samples each stream for a time interval 
before moving on to the next stream. In contrast, continuous 
systems are able to measure and capture streams around-
the-clock, permitting a diverse range of data to be captured 
for real-time and after-the-fact analysis. Constant monitoring 
of the target signals and systems delivers a number of impor-
tant benefits to media companies, including:

• Rapid alerting/alarming, since there are none of the 
gaps that occur when intermittent monitoring is used.  
This makes it much easier to spot anomalies faster and 
deliver alarms quickly, thereby helping to jumpstart prob-
lem analysis and resolution. 

•	 Simplified	troubleshooting, by capturing signals imme-
diately before, during, and after anomalies so that root 
causes can be more readily discerned. Make comparison 
against previous “known good” scenarios

•	 Upstream	source	validation/verification, to check the 
quality of incoming signals to ensure that problems that 
are detected downstream are not cause by pre-existing 
flaws.

• Downstream performance assurance, to allow tracking 
of signal quality levels after they have been handed off to 
distribution partners or other entities that are involved in 
delivering signals to the ultimate viewer.

• Full motion video logging, which provides a recording 
of video sequences that can be used to perform detailed 
fault analysis of error conditions that cause visible artifacts 
to appear in the video image, or cause signal measure-
ment limits to be exceeded. With accurate recordings, long 
term trends can be tracked to discern gradual changes 
and potentially correlate them to underlying causes. Also, 
recordings support the ability to diagnose the causes of 
intermittent faults that may only become apparent in sig-
nal flows that are significantly downstream of the original 
cause of the fault. 



Key Monitoring Points
To get the full benefit of continuous monitoring, the best 
practice is to gather data from as many places as possible 
along the entire broadcast chain from source to viewer.  
By minimizing the length of the spans between monitoring 
points, the scope of problems that can occur is constrained 
to a smaller number of devices in series, which simplifies 
error diagnosis and remediation. Also, more closely spaced 
monitoring points create more data for overall system per-
formance assessment and trend detection.

For linear networks such as CATV, satellite, IPTV, and over-
the-air broadcast programmers and delivery providers, 
there are several points where monitoring and video capture 
should be performed along the broadcast chain. In general, 
any places where signals are substantially transformed are 
logical locations, including:

• Master playout, where original program materials are 
assembled and placed into a coherent timeline for delivery 
to viewers.

• Handoff to/from playout service provider, who may be pro-
viding playout services, branding, localization and delivery 
to multiple distribution partners.

• Encoder output where the main compression system 
generates a low bitrate signal that can be transmitted over 
various network technologies. Verifying the proper inser-
tion of advertising triggers (SCTE codes) is also important  
at this stage.

• Multiplexer output, to verify that each element of a mul-
tiprogram stream has been properly combined into an 
aggregate output signal.

• Modulator/encapsulator output, in order to verify that 
the process of packaging a multi-stream output signal for 
transmission over a satellite, IP or private transport net-
work has been done correctly and no degradations have 
been incurred by the constituent signals.

• Handoff between programmer and MCVD is an area of 
particular concern, since ownership/responsibility for the 
underlying network changes at this point, to permit prob-
lems detected downstream to be clearly divided into those 

that occurred upstream of the handoff and those that were 
caused downstream, so that the appropriate responsibility 
can be assigned for resolution.

• Transport streams (TS) are used at multiple points along 
a broadcast chain, and can be successfully captured and 
analyzed at many different locations. Modulator and 
transport network inputs and outputs should be observed, 
as well as multiplexer and demultiplexer interfaces. A key 
factor in successful monitoring is the ability to properly 
handle encrypted signals, so that the actual video and 
audio content can be analyzed and recorded along with the 
generation of a full suite of transport stream performance 
metrics.

• Monitoring and capturing the actual output of set top boxes 
and other viewer devices is incredibly important, because 
this is the one place where the results of all the upstream 
signal processing become available. Given the variety of 
interfaces that are present on devices from various service 
providers, having the flexibility to capture signals from 
analog and digital as well as standard and high definition 
(with a future capability for ultra-high definition) sources in 
a variety of formats is essential for accurately evaluating the 
full gamut of consumer experiences.

For OTT networks, similar principles apply to deciding where 
to perform signal monitoring. Since a different assemblage 
of service providers are normally used for OTT offerings, it is 
important to monitor OTT networks just as carefully as tradi-
tional linear systems.

A typical OTT workflow begins with either a multi-bit rate 
encoder or transcoder that generates multiple versions of 
the source content, at different resolutions, frame rates and 
quality levels. All of these different profiles should be cap-
tured and measured to determine if a valid set of content 
streams are being created at the first link in the process. 

Segmenters and packagers perform slice the compressed 
streams into matching-duration chunks and package the 
video/audio segments into OTT container formats such as 
Apple® HLS, Microsoft® Smooth Streaming, Adobe® HDS or 
MPEG-DASH. These functions can be performed by stand-
alone devices, combined into a single device, or integrated 



99 South Bedford Street • Burlington, MA 01803 • +1.781.221.7400  
info@volicon.com • www.volicon.com

with encoding. The results of these different functions should 
be monitored and captured wherever they are accessible in 
order to provide as much granularity as possible. In particu-
lar, it is important to monitor each of the generated bit rates 
to ensure that encoding artifacts are not being introduced 
at different compression level, and also to check each of the 
container formats being generated to ensure that they con-
form to their specified syntax rules.

Origin servers are the keystone to OTT delivery, whether they 
are provided by a broadcaster, an external service bureau, or 
if they part of a bundled service furnished by a CDN. Because 
they act as the ultimate source for all of the files delivered 
through and OTT system, it is critical to ensure the integrity 
and performance of the origin server. This can be accom-
plished with appropriate logging tools that can monitor files 
as they are being delivered by the server or tools that can 
directly request files from the origin.

Content Delivery Networks (CDNs) do the heavy lifting for 
OTT applications by distributing video files to cache and 
edge servers that are located close to clients and creating 
individual streams that are sent to each viewer. As a result, 
CDN performance has a major impact on viewer experience, 
and hence should be monitored to ensure that the files are 
being delivered correctly and that the content is able to be 
accessed throughout the network’s coverage area. This can 
be accomplished either using distributed test devices or by 
using cloud-based applications that can generate stream 
requests from different virtual locations.

The network edge is where the content actually reaches the 
viewer, so capturing streams and measuring performance 
at this interface is critical. Measurements can be made of 
the network’s ability to support multiple streams simultane-
ously, dynamically react to bit rate change requests, and to 
deliver files smoothly and completely so as to not impact 
video quality. 

User devices that are capable of viewing OTT content come 
in a wide range of capabilities and configurations. Testing 
content delivery to these units is essential to ensure that 
the proper file formats are passing through the entire OTT 
delivery chain intact, and that all of the required metadata is 
being provided correctly. 

Critical Parameters for Monitoring
Once the appropriate monitoring points have been estab-
lished for a video network, the next step is to select the signal 
parameters that will be measured and reported while the 
actual video signals are captured. 

• For video, the most basic measurement is to ensure that 
an actual signal with some type of motion or changing 
image is present, and not just an all-black screen, a frozen 
image or a set of color bars. Video distortions, such as 
macroblocks or other visible artifacts are also important 
to be tracked and captured, whether this means simple 
verification of the proper compressed stream format or 
more detailed analysis of image signal to noise ratios. Con-
firming the validity of image metadata is also important, 
such as checking AFD (Active Format Description) informa-
tion embedded in the signal to see if it matches the actual 
image aspect ratio.

• Due to the sensitivity of viewers to audio issues, and the 
various regulations that have been put in place concerning 
audio, audio monitoring and capture might be considered 
even more important than video monitoring in many 
applications. The most basic test is to verify that audio is 
actually present in the both the main audio stream for each 
video, along with any secondary audio programs that are 
supposed to be present. Loudness of each audio channel 
should be measured and compared to any loudness meta-
data (dialnorm) to ensure that viewers will have a suitable 
experience during both programs and advertisements. 
Digital audio formats such as Dolby® AC-3 used in a wide 
array of broadcasts should be monitored and captured to 
ensure that the appropriate audio properties are being 
included with the compressed audio streams to accurately 
represent the audio configuration (stereo vs. 5.1 surround, 
etc.). For advertising-supported channels, checking the 
accuracy of NAVE (Nielsen Audio Video Encoder) water-
marks which are embedded into the audio channels is also 
extremely important, thereby ensuring that SID (Source 
Identifier) data is present on all of the intended audio chan-
nels to support any required audience measurement.

• In addition to video and audio signals, a number of data 
signals also need to be checked, both to ensure compli-
ance with government regulations as well as to meet other 
contractual obligations. First and foremost, closed caption 
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detection and decoding is essential for making sure that 
timely, accurate captions are being provided to all view-
ers in compliance with FCC regulations for both linear and 
OTT video delivery systems. Advertisement insertion cues, 
either digital or tone-based in accordance with relevant SCTE 
standards, also need to be verified so as to make sure that 
downstream ads are signaled for insertion into program 
streams at the appropriate times. Other viewer-oriented 
signals such as Station ID, time-of-day, and V-Chip rat-
ings should also be captured and monitored from the XDS 
(Extended Data Services) fields of both SD and HD content.

Intelligent Monitoring Solution
Gathering lots of data is one thing; providing meaningful, 
actionable measurement results is something else entirely. 
With a system that provides full recording and archiving for 
complete analysis, the secret to making the system oper-
ator-friendly is to provide advanced analytics with clearly 
displayed results. When this is coupled with the ability to 
directly access stored video signals for deeper analysis, the 
technician will have a great deal of information available for 
system troubleshooting. 

Interactive services, especially ones that are based on down-
loadable apps, are growing in popularity for mobile devices, 
streaming “sticks” and for intelligent TV platforms. Testing 
linear and OTT content that is intended for these devices is 
complicated and requires constant vigilance, as new software 
versions and upgrades are constantly being pushed out by 
suppliers. Proper surveillance of these complex ecosystems 
requires a flexible toolkit that can monitor the transactions 
between devices and the network as well as provide endpoint 
emulation for checking content delivery quality. 

Multiviewer capability provides a technician with the ability 
to oversee multiple streams on a single display, or to simul-
taneously observe network behavior at multiple points along 
distribution paths. Live or previously captured video images 
can be displayed, as can be a variety of diagnostic results and 
dynamic network status reports and system “dashboards,” 
all under user control. The ability to dynamically reconfigure 
these displayed information windows and to support mul-
tiple high-resolution displays also makes the technician’s  
job easier. 

Conclusion
Delivering high-quality content to viewers requires constant 
vigilance. As content providers and distributors roll out new 
technologies to give viewers the flexibility to view content 
when and where they want, the media industry is being 
driven to rapidly roll out new technologies. Full-time monitor-
ing is require to ensure that these newly-minted hardware 
modules and constantly-refreshed software releases are 
doing what they are intended to do and not interfering with 
other systems. 


